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Roadmap 

 We formulate application-centric security guarantees of AEAD 

 We derive a method to judge the security of TLS proposals 

 This method can be used to improve existing proposals 
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Structure of Packets: 

 

 Header and payload part 
 Header: Version number, type information; Payload: message fragments 

 

Security requirements: 

 

 Payload is confidential 

 

 Entire packet is authenticated 

 

 Each packet is bound to a certain context 
 E.g.: Version number of the protocol 

 

Let us model this as an idealized channel resource! 
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Constructing the Augmented Secure Channel 

 The construction notion of constructive cryptography [MR11, Mau11]: 
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Application of ASC:  

Sound Design of Practical Protocols 

Our model gives insights into current proposals: 

1. The nonce needs no randomness. 

2. The sequence number need not be part of the AD. 

3. The version number can be part of the implicit header. 
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Summary 

Augmented Secure Channels…  

• capture the application semantics of AEAD. 

• allow easy security checks of existing protocols. 

• allow to develop sound communication protocols in a modular way. 
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