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Anonymous Communication
with Elementary Cyclic Routes

SHIGEKI KITAZAWA,t SATORU NAGANO,"2 MASAKAZU SOSHIt
and ATSUKO MIYAJI

In today’s computer networks, it is one of the utmost concerns to provide anonymity
for protecting users’ privacy. However previous anonymous communication protocols have
such disadvantages that additional cost like repeated encryption is required, or that receiver
anonymity is not realized. Therefore, we propose a new anonymous communication scheme
with cyclic routes. Cyclic routes have a good feature that there exist neither starting points
nor end points. This feature would be useful to realize anonymous communication where iden-
tities of senders (starting points) and receivers (end points) must be made unknown. Thus
our scheme reduces the cost of key distribution, encryption, and decryption, maintaining
anonymity of both senders and receivers.

In this paper, we formally define our protocol and discuss its various aspects including
anonymity. Especially, we show that our scheme can generally provide higher degree of
anonymity than Crowds system proposed recently.
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(3) DODODODO M OOOOODDODODOOOD CID: 000000000 ID;
00o0o0oo0oooooooooo E/co0O CID: J000U0ooooIbddd
000 SCDBORCDBOEDBOOOOOOO PK:OOOOOO ;

ooboo0oooO0OR,000000000O0O0 PATH : IDrp " 00000 ;

0000 F/cO000o0oooouoooo rt(id(v)) : w(eU) 0000000 0ODO0O0OO0ODOOOOO ;
uooooooobooobooooobooooo cd(m): m(eM)U0OOO0O0OOOOO IDOOOOO ;
ooooooooooooOOOo IDOOOO pk(ra) : ra(€ERA)0DOO0OODOOO ;
0000000000 M 000000000 E(key, value) : value 0 key 000000000000 ;
ooobobboooobooooooboon D(key', value') : value' O key’ 00000000 DODODO ;
00000000000000000 M'0O Ry EDB : {E(pk(rt(id(r))), (id(rt(id(r)))|[id(r)||cid(m)||rand))
oobobooobooooooooooooboo |reU,meM }0000O0 ;

(4) R/O0DD0DOODOOODOODOOUDOD SCDB:ID x CIDODOOODO ;
0000000SCDBORCDBUOEDBO E/C RCDB: PATH x CIDOOOOO ;
J00o0boOO0ooooooooooooobooo
000D00O0OsSChBO E/cO000DOOO uoooooooboboooooboo

OCcIDOOOOOOOOOM 0000000 1 procedure ra_send(id(I), id(r), V);
2 begin /* process messages sent by I */
dddboooboooooooooooooo 3 send id(r) to PDC;
000 V' 0000000 I00000SCDB 4 receive (id(r), id(rt(id(r))),
5 pk(rt(id(r)))) from PDC;
DO ID 0o cibooooooooooooo 6 P := (n —2) routing agents randomly
ooo0000oooOooOo0O0000ooo0oo0 7 chosen from RA—{rt(id(I)), rt(id(r))};
0000000O0O0OR.0000O0O0OOO 8 P := PU{rtGd(D)), rt(id(r))};
9 /* note that rt(id(I))=ra holds */
(5) R, 00000D0ODOOOOOODOOOUDOO 10 PATH := O;
O0000000oE/CO00000O0000O 11 for i:=1 to n do
O0D0OORCDBODOOOOODO CIDOODO 12 begin
13 a := a routing agent
dddooboobooooooobooooooo 14 randomly chosen from P;
00000000 M OOOO0OORCDBOO 15 P := P—{a};
cIDOO0ODOO00O000 16 PATH := (PATH, id(a));
17 end
3.6 0OOOD 18 CID := random();
350000000 0ooooooooooooo 19 rand := random();
00o0O0o00O00O00O00O00000O000onn 20 E := E(pk(rt(id(r))), (id(rt(id(r)))|[id(r)]]
21 CID||rand));
oobooooobooooooooDn 22 EDB := EDBU{E};
00000000000000000000000 23 SCDB := SCDBU{(id(I), CID)};
24 est := ID of the next routing agent
noood 25 of rt(id(I)) in PATH;
w: 000 ; 26 send (PATH, E, V) to dest;
U:000000 ;; end;
700000 29 procedure
r: 00000 ; 30 ra relay(PATH, E_or_CID, V, sk);
rea: 0000000000000 OODODOOOOOO ; 31 /* procedure for relaying messages */
32 begin
m: 0oooo; 33 if (3(id(I), cid(m))€SCDB:
M:OO0OOOOOO ; 34 cid(m)=E_or_CID) then
V.0000; 35 begin
36 send V to I;
n: 000; 37 SCDB := SCDB—{Gd(I), cid(m))};
RA:0000O0ODOOOOOOODODOO ; 38 end
39 else if (3(PATH, cid(m))eRCDB:
ID: 000000 ; 10 cid(m)=E_or_CID ) then
idle): D00DO0O0O0O0Oe(eUVURA)O IDOOOOO ;5 4 begin

IDra : id(ra) (ra € RA) OO D ; 42 RCDB := RCDB—{(PATH, cid(m))};
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43 return;

44 end

45 else if (3e €EDB: E=F or_CID) then
46 begin

47 EDB := EDB—{FE};

48 return;

49 end

50 else

51 begin

52 (id(rt(id(r))), id(r), cid(m)) :=
53 D(sk, Ecor.CID); /* decrypt */
54 if (id(rt(id () ))=id(ra)) then

55 begin

56 send (V,cid(m)) to id(r);
57 RCDB :=

58 RCDBU{(PATH, cid(m))};
59 end

60 end

61 dest := ID of the next routing agent
62 of ra in PATH;

63 send (PATH, E_or_CID,V) to dest;
64 end;

65
66 procedure ra_receive(V, cid(m));
67 /* procedure for replying */

68 begin

69 search RCDB for a pair of PATH
70 and cid(m/) where cid(m)=cid(m’);
71 dest := ID of the next routing agent
72 of ra in PATH;

73 send (PATH, cid(m), V) to dest;

74 end;

75

76 procedure

i routing_agent (id(ra), sk, received_data);
78 begin /* sk is the secret key of ra */

79 if (received_data=(id(I), id(r), V))

80 then

81 ra_send(id(I), id(r), V);

82 else if (received_data=

83 (PATH, E_or_CID, V))then

84 ra_relay(PATH, E_or_ CID,V, sk);
85 else if (received_data=(V, cid(m)))

86 then

87 ra_reply(V, cid(m));

88 end;
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Crowds and our scheme
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