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Abstract

A method, proposed by [MOV], gave an impact on the security
of cryptosystems based on the elliptic curve discrete logarithm prob-
lem(EDLP). The author showed the method is valid only when Weil
pairing can be defined over the m-torsion group which includes the

base point of EDLP([Miy]). If an elliptic curve is ordinary, there ex-
ists EDLP which makes the reducing inapplicable. In this paper, we

explore the feasibility of constructing such ordinary elliptic curves E
defined over F,. We show the next main results.

+ We present 2 revised algorithm for constructing ordinary elliptic
curves £ defined over F, that make reducing EDLP on E to
DLP by embedding impossible.

o With the algorithm we can construct a 30 digits’s elliptic curve . .

in 70.8 seconds on a 32 bit personal computer(20MHz).

o We are able to construct 30 digits’s elliptic curves of theorem2
- in 70.8 seconds on 32bit personal computer(20 MHz). -
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Section 5 shows the experiment results for constructing elliptic curves with
elements of a 30 digit prime.

Notation

P : a prime

T : a positive integer

q : a power of p

F, : a finite field with ¢ elements
K : a field ( including a finite field)

ch(K) : the characteristic of a field K
K*  : the multiplicative group of a field K
K : a fixed algebraic closure of K
E : an elliptic curve
If we remark a field of definition K of E , we write E/K.
#A  : the cardinality of a set A
o(t) . : the order of an element t of a group
Z - : the ring of integers

2 What makes the reduction inapplicable?

In this section, we outline the condition that makes the MOV reduction
of EDLP inapplicable. For more information, see [Miy]. First we give the
definition of EDLP . -

Definition 1 ([Ko2]) Let E/F, be an elliptic curve and P be a point of
E(Fy). Given a point R € E(F,), EDLP on E to the base P is the problem
of finding an integer x € Z such that zP = R if such an integer = exi;?ts.

The MOV reduction is constructed by Weil pairing defined over an m-torsion
subgroup containing < P >C E(F,), generated by a point P. If o(P) is
divisible by ch(F,), the Weil pairing can’t be defined over any m-torsion
subgroup containing <- P >. So in this case, the MOV reduction is invalid.
Though it is the special case, it happens in the case of ordinary elliptic curves.
Next we give the definition of ordlna.ry elhptlc curves. '

~  Definition 2 Let E/F, be an elliptic curve. If E has the propertzes E[p‘] =

'O for all integer t > 1, then we say that E is superszngular Othcrwzse we
say that E is ordznary . SFRE



3.2 Good d and good p

For a given large prime p, we can construct an elliptic curve E/Fp.":a.s we
mentioned above. What prime p and integer d such that 4p — 1 = b?d (b is
an integer) are good for constructing such an elliptic curve? We will find a
prime p and an integer d such that the order Oy has a small class number.
Because if the order Oy has a large class number, the degree of Py(z) is large
and it is cumbersome to construct Py(z).

3.3 Procedure for constructing an elliptic curve
We can construct an elliptic curve by the following algorithm.
Procedure

(p-1) Choose an integer d such that the order Oy has a small class number
‘from a list ([Ta]).

(p-2) Find a large prime p such that 4p — £ = bzd' for an integer b.
(p-s) Calculate a class polynomial Pd(n:')-'.:

(p-4) Let jo € F, be one root of Py(z) =0 (mod p).

(p-5) Construct an elliptic curve E/F, with j-invariant j, .

(p-6) Construct all twists of E/F, .

(p-7) For any twist E, of E/F,, fix any point X; # O of E,(F,) and calculate
pX;. If pX, = O, then Et(F ) has exactly p elements. "

For the purpose of making EDLP on E/F, complexity, we must construct
E/ E, with p, more than 30 digits, elements. This procedure is too general,
so we can’t know feasibility of making such an elliptic curve. In order to
estimate the running time for the construction of elliptic curves with the
necessary figure, we also need what the runmng time of it depends on. The
next section 1nvest1ga.tes these :



Problem2: For a given prime p, make E/F, with p elements.

First we discuss probleml in the next section.

4.2 Finding p

First we discuss the case of d = 11. As we mentioned section 3, the prime p
must be more than 30 digits. A simple algorithm would be as follows.
Algorithm

1. Let b= [/4=192=1],

2. Test the primality of p = #. If p isn’t prime, then increase b by 1

and repeat 2. If p is prime, then stop.

This algorithm requires testing primality of p one by one for all 5. We
can reduce the number of tests to ;= by the algorithm 1.

Algorithm 1 .

1. Let b be the minimal integer satisfying the nezt two conditions:

Conditionl: b > [,/4182=1];
Condition2: $=9,15,21 (mod 30).
Then b= 190692517849119 =9 (mod 30) and goto 2.

2. Test the primality of p = —‘t'ilf— If p isn’t prime, then b= b + 6 and
goto 3. If p is prime, then stop

3. Test the primality of p = 18 [fp isn’t prime, then b= b+ 6 and
;,.goto 4. If p is prime, then stop.

4. Test the primality of p = —*—l—li [fp isn’t prime, then b= b+ 18 and
goto 2. If p is a prime, then stop .

The validity of the algorithm 1 follows the next dlscussxon

- From4p=11%b>+1,b=1 (mod 2). In order for p to be prime more tha.n

30 digits, 4p = 11 b2 +1#0 (mod3). Soweget =0 (mod 3). In the
same way, we get b=0,1,4 (mod 5) . Therefore the integer b requires-that
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() = { 1 ifcisa quadratic residue  (mod p)
£) =

—1 if ¢ is a non-quadratic residue (mod p) .

Then the one group gives the elliptic curves with p elements and the other
doesn’t. .

First we discuss how to choose an elliptic curve and its point for each
group. We deal with the group £’. First we choose ¢ such that ( ) = —1.
We apply the fact that

for any ¢ such that (£) =1, &' 5 E.
Let
. Yo = 233 + tzm%'_-;-xo + ta'ﬁ‘é%;:j for To € Fp.

If (¥) = 1, we understand E,, € £ from the above fact. We further see
Eyyt 3 (Yoo, y3) easily. So we get £ 5 E,, and E,4(F,) 3 (yozo, v2)-

Concerning £, we may use E; instead of E,. We combine this and proce-
dure (p-7) into the next algorithm 2.

Algorithm 2 .

1. Find o € F, such that yo = z3+ T %o+ 172].;;-1' is a quadratic residue.
Then )xyo = (YoZ0,¥3) € Ey(F,).

2. Calculdte pXy- If pXy, = O, then E, (F,) has ezactly p elements.
" If not, we choose t such that (1) = —1 and find z, € F, such that

Y =23+ 2=l 1, +t3——j—. is a quadratic residue. Then E, f F 3
1 Y =3 1728= q v
(v171,9%) and E, «(F,) has ]ust p elements over F,.

We can easily determine whether an element is a quadratic residue or not.
So the running time of this algorithm is insignificant compared to the time
of algorithm 1. Thus the time to construct elliptic curves (theorem 2) should
mainly depend on the time to implement the algorithm 1. Experimental
results in section 5 show this actually happens.



the distribution of b that makes M prime in a ranged of {b|Low < b <
Low + 10*}. Table 5 shows the mlmmal and maximal primes obtained.

We construct E/F,, E(I},) 5 X for all primes p given by the previous
experiment with algorithm 2. Table 6 presents the running time for the
algorithm 2.

5.2 Consideration of experimental results

From the experimental results we obtained, Table 7 lists the time necessary
to construct one elliptic curve good for cryptosystems. We see that we can
make an elliptic curve with p elements, where p is prime, in 70.6 seconds on a
32bit personal computer(20 MHz) on the average. We further see if a prime
p is given, we can make E/F, with p elements in a few seconds (Table 6). So
we can easily construct many elliptic curves as the source of cryptosystems
for a given p.

The conjecture 1 of existence of a prime p satisfying 4p — 1 = b?d says
nothing about the distribution of p for b. We know it may be very important
for the running time to find such p. Table 3 and 4 say that the higher the
distribution is, the faster the time to find p is.

6 Conclusion

The construction of E/F, with p elements consists of two phases. One is
to find a prime p such that 4p = 1 + db? for a given d. We analyzed the
condition of b and reduced the number of primality tests. We reduced the
number of primality tests to ;- in the case of d = 11. Second is to construct
an elliptic curves E/F, with p elements for a given p. We showed that we can
construct E/F, in a polynomia.l time of the element size. We also showed
that. we can construct E/F, with p elements in a practical time on a 32 bit
persona.l computer.
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