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Proposal of Efficient Signature Schemes based on Factoring

TAKESHI OKAMOTO,t MITSURU TADAt and ATSUKO MIYAJIf

In 1999, Poupard and Stern proposed on the fly signature schemes!®) (PS schemes), which
aim at minimizing the on-line computational work for the signer.

In this paper, we propose efficient on the fly signature schemes which are derived from
three-pass identification scheme. To construct our schemes, we improve PS schemes in the
computational work(pre-computation, on-line signature generation and verification) and the
data size(secret key and signature) by changing the structure of the secret key and by ex-
tending two primes of RSA modulus to three or more primes. Compared with the previous
scheme!®), the complexity of pre-computation, on-line signature generation, and verification
are reduced by at least 55%, 33% and 47% respectively, and the size of secret key and signature
is also reduced by at least 33% and 23% respectively. Consequently, our proposed schemes
are suitable for a smart card application, whose CPU power or memory is rather limited.
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Fig.1 Poupard-Stern identification scheme
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Fig.2 Proposed identification scheme

oooooooooon
00 4.1 n0000000 LO XMr)OODOOOOO
LO0O0OO o 0000000000000000
00000 (n,L) 0000O0(n||L)) 0000 nO
0000000000000000 TuringdOOO
ooooo
00 DOO0O0O0OMiller'? DOOOODOOO0OOOO
O0r,00000000000000O0OOOOO00
0000000000000 D0O000
00000000000 00000df(z)d OO0
+00000000000D0000000D000
O00a< f(n)) 00DODO0O0000 O
0oDo00oO0oDooo
Step1 opU00000000000O0OOOO
0000000 ¢« 000000
Step 2 a <b<max{K :2¥|L} 00000
00000 e,b0000
ged((a™/”
0000D00000c#10000c¢000
ooo
000000000000000(»||L)) 00000
0000000000 00000000D0D0O0D0O0O0
00 12) 000000000 |
00000000000000000000000
000000000000000000000000

modn) —1,n) =c

00000000000000000000 17)018)
oooo
00 4.2 [000]0000000000000000
00 000000 POOOOOOO VOOOO
000D0000000D0000]se| < |r] <a 000
y(=r+se)<a+10000000
gl = grtz modde—ze _ v 4oy
000000000000000000000000
ooooooo |
00 4.3 [000]0000000000000000
00 0000000 PO000O00O0P OO0
0000 w 00000000000 Turing 000
000P*0000000000000000000
Turing D0 M OOO0OOO0O
000 M 0020000 § € Zi%2 €
{2+~ ... 2° -1} 00000000000 OO0O
0000 (n,§,2) 000000
00000000 MOOOOOOOOO ¢000
0000000000000000000000
00000000
Stepl 00000 wOOOOOO P* 0000
rez:;0000
Step2 Z,, 00000000000000000
000000000000000000000
00000000 eO000 P*O0O0ODO

y—z



6 ooo0ooooooo

0000000000 yOOOOoOoOOO
00000000 O0P 000 (P*O00O
000000000)00000000Stepl
0o000O000ooooooooooon 28
000000
Stepd 00 P* 00000O0O00DOO 20
(e1,y1), (e2,y2) OODODOOOUOO(Y,E) =
(y1 —y2,e1—e2) 000000000000
oooooo
VOO P O0O0O001/2%4+e(e>00000
000000000000000000000000
0010000000000MO (Y,E)0O000OO
00000000 (Splitting Lemma)'® 00 £/2 O
000000000 O(%r) 0000000070 ¢
000000000000000000
O00MOO0O0000000 |nj/e 000000
Dopoooopopooooooo
1-(1-9)F = 1-(-5)7FCF)
> 1—e7Im
00000000 O@2%njlér/e) D0DO0OOO0x =
gttt =gvz=fe 000G " F =1modn 000D
L=Y—-:E0 §g00000000000000§0O
000 AMn)DODOODOO

o(A\(n)) _ ¢([La) _ 1H <1 1) 1

e i = — ) —_ > —_—
p(n) 2¢[[, 244 qi

00O00000O0OMO Milee D0OO0OODODO™ O

000 »n0000000000000000000
0oo o(n||L) =0(n|°P) 0000
000000000000M O O2°nlér/e +
[n/°M) 000000 000000000000
0000000000000000000M OO
00000000 n00000000000000
00000000000000000000 O
00 4.4 [00000000]¢T/2°0000000
00000000O0TO A0000O0OCOOOOO
000000000000000000000000
000000000000000000000000
ooo
00 0000000 Vv O00000000O0P O
V*00000000000000000 Turing O
000000000 TMy. 00000000000
oooo
00000000 TMy. O (¢,¢,y) 0000 ¢

0ooo0o0o0O0O0O0O0O0O000

Stepl 00 ¢ €Zy O y €{®,---,2* —1}

Aug. 2101

oooDooooe = (2°-1)(2F—-1) 0
ooo
Step2 x':gyl_zel modn 000000
Stepd V*0 2/ 0 O0000eOOOD
Step4 O00e=¢ 000 («,€¢,y) 000
00000000000000000000
oooo
00 AD0ODOO ADOO F:Z,—Z: 0000
N(F,AJ/A)O00e=F(¢g=*>*)0000(e,y) € Zop ¥
{A,--- JA+A-1}0000000000000000
O0D0O0O0F(¢P ™) =e,z=smodn 000000
O0d#000000gWtsd—=l4) —¢£Le4dDO
O00Zgpwx{A,--- ,A+A-1} 0000 A—s(22—1)
02s2°—1)00000000000000000
00100 (e,y) 0000000100 (e,y) 000
0DO000000® =(2°—1)(2% —1) > s(2° —1)
O00A-®<N(F,AA)<A+®000000
PO V*0000000(z,ey) 00000000
p(z,e,y) DO DOOO0OOOO
g" modn=a«a

ple,By) = > Pr| F(g)=8
0<r<2e r4+ sF(gr) =
0<y—sB<2¢
=3P Fla)=8

a=g¢g""* modn
goooboobbpbOOODOODOODO POO
00OPOOOODO p(P)=100000 p(P) =0
gogoo
Oo0o00TMy- OOD0OD0ODOODODOOOOOOO
00000 (z,e,y) 00000000 p'(z,e,y) OO
ooo

(e, 8,7)
e=0
= Y Pr y=2 Fla)=p
0<r<2e a=g¢""* modn
d<y<2?
=p Fla)=p /N(F,<I>,2“—<I>)
a=¢""* modn

gooo
100000000 p(e,B,7v) 0 p'(a, B,y) OO
gooog
So= ‘p(a,ﬁ,v)—p’(a,ﬂ,v)‘

o, B,y

ogooooooood
o = 2(1 — N(F, ®,2% — &)/2%),
2¢ —d < N(F, 8,2 — d),
®<(2°-1)29 (2°7' <g<2),



Vol. 142 No. 8

ogad
%o < 8¢(2° —1)/2°
00o0oOo0o0oDoo0DT oDo0000o0oOooooooo
ogo
o= Y Pr((ai, Bi, vi) = (@i, ei, yi)]
= Pr[(ai, Bi,vi) = (i, €5, yi)]

ai;/—éiﬂ:'n
<a?-1ﬂ%
0000 00000¢T/2e 00000000000
003, 00000000000000 O
5. 0O QOO

00o0O000XO H: {01} = {0,1}* 00O
gooobooboobooo
goooooooo oboobooboooogoo
gooooooo
gooooooboon
00: 0000000 (n,g,2) 0000 s000
oogd m
O00: 00000 mO00000 (e,y)
Stepl 00 reZ.. 0000
Step2 z=¢g"modn 000000
Step3 e=H(z,m)O0OOOOO
Stepd y=r+se(Z0)00O000ODO
Step5 (e,y) 000000
gooooooboon
00: 0000000 (n,g,2) 000000 mO
oo (ey)
gb0:.0000 0b0b0 oooo
Stepl O00|y|<e+1000000000
goboobooboboobooboboboobo
Step2 2’ =¢Y **modn 000000
Step3 ¢ =H(<,m)ODDODODODO
Step4 O00Oe=€¢ 000000000000
goooooooobooboobooobooo
gooo
51 0O 0O O
00000000000 on the iyoo™'® 00O
gooooooogoooobooooboooooo
0000000000 16)~19) 0000000000
gboooobooobooooboobooboooooo
goooooooo
O00o0oUooU0 mO0O0OO0O0O0O0 (z,e,y)
gboooooooobooobooboooobooboo
gobooooboboooobooboooboboooooboobooog
00000ooyo0oooooo¢énD kODDOODOOO

oo0ooooooOoObooOoOoooooooo 7

000000000000000000000000
ooooo

00 5.1 0000000000000¢=1000
1/2° 000 2b¢/2e 000000000000000
000000000000000000000000
ooooooo0o0000000

00 00 4200000000000000000
oooooooooon
00430000022)000000000 AQ &>
1/2°0000000000000000(1/e+n|°W)
000000000 0000000000000
00000000000000000000

PV O000000000000O000OOOO0
00 Twing 00 (000000) TMy 00000
0000TMy 000 4300000000000
00000 (n,§,2) 000000000 TMy O 2
0000 € € Zp, y € {9,---,2* -1} 0000
2 =3 modn 000000
004400000P0 VOODOOOOO (z,e,y)
00000000 p(eey) 000000000

G modn =«
p R() =28
vy — 8B € Zsa

p(a,B,7) = 5a
00000000ROO00 B€Z, 0000000
00000000TMy 00000000

G %" modn = «
p R()=28
b <y<2
N(R,®,2% — ®)

p’(a713”y):
gooooooon
E0 = Z ‘p(aaﬂfV) _pl(a7ﬁar}/)

o, B,y
EII:II:II:II:IEO<8-2bq/2“ DDDDDDDDDZ”q/?“

000000000000000000000000
0oooooooo |
OO0 5.2 1/2°000 2%/2° 0000000000
000000000000000000000000
000000000000000000
00 005100000000000000 (Forking
Lemma)'® 00000000000 DO0O0OO0O
000000000000000000000000
0000000000000 20000000000
00000000000 16000000000
0000000000000 000 A0OD00OO
000ADDDOODOOOOOO TaingODOOODO0O A



8 ooo0ooooooo

gooooo0ooooo0ooboOO00d Turing OO
MOOOOOO

gooboM OO0 4300000000DO0ODOO
0000 (n,§,3) 000000

goooboOO0oobo0oOobooooDOoooOoMODO
510000000,y 00002 000000000
MO ODODOODO »O0OO000000000(2,€,y)
O A0O00OO

joooooooooooooooooMO AD
0000000000 0AQOOO0OOOO 2000
goobooo200b00b00000b00boboo
gooboobooboobooobooboirbogoonDoon
gooooobooboooobooboboooboobooog
0000 MO0 (z,e,y), (z,e',y) 0000000
goboooboobooo 20b00bbo0Ooobo0ooobooon
gooog

ooboodbD 43000000000000D0O0OO
MDOOOOODOOOOOODOO nOOQOODODOO
gboooobobooboobooooboobooobooo
gooooooboooooooo O

6. D0OO0OOO0OOOOOOO0OO

0000000000000 0000000000

00000000000000000000

6.1 000O0OODOOOOO

a0 b000 ab00a>b+k+x000000
00000000k O0000000000000
O0O0D0g¢< 2" 0000000000000
0000000001/2°0 k00000000
0000000000k >1600k=8 0000

bO00 DODOOODO0OOLOODODDODOOO
000000000000000 (birthday at-
tack) 00 00000O000000O0O0O00OO0
00000000 WOOODODODOOoD0OoOoOoo
000000000000D0000000 40
000 b =400000000000 0000
b=800000O

cO0OO0 OO0y >ez/0D00000000OO)/
0000000000000000000000
Oz=¢" modn 00000000000 OO
Ozr=¢ " *modn 000 yOOOOOODODO
000000000000000 ¢>k+2x0
000000000000O00

b0 ¢000 0OOOOODOOMO ¢OD0OOOO
0000000000 O0000000¢40 kO
0000000000 1/2% 000000000

Aug. 2101

0000000000000000000000
0000000000000 000kD ¢000
000000000000 0000DO0D £=1
0000000000000 k00000000
1/2°00000000000000
qUDOD 0000DO00O0/00D0000000
000 z000log,(z)=r"€Z; 000000
000O0000000000000 00000
0000000000000000000 O(9)
000 baby-step giant-step 0 0000¢ 00
00000000000 00000000000
0000|g =160 0000
6.2 n00000D0O00O0O
00000000000000 nO00000000
0000D0D0000000000000000000
0000000000000 00O0o'® ooooo
000D0r00000000D0000O0O0O0O0O00
00000000000 00D00D00D0000000
0Yoo00oO0000D000000000000noO
000D00D0000000000000000000
000000000000000000000000
000000 23)0000000000000000
000 1024 0000000000 30000000
0000000000000 00000000000
400000000000000000000000
O |n|=1024,t =30PSO00 |n|=1024 000
000000000 »n0000D0O0O0O0O0O00DO
0000000000000 00000000000
00000000000 0O00O00
6.3 000DO0OOODOOOD
¢g000 0O0OO0O0O0OO0O0O0000D0D0g 0000
00000D0Z:00 00 00000000
000« 00000[][_,¢: 000000000
00001 0000000000000000
00002%([[i,@)/¢(n) ® 1 — <= 0000
ord,(@) = 00000a*  modn 00000
00000 gOoD0OO
#4000 HO0000O00DO0DOO0O0OO0O00O00O000
000000000000000000000 5.1
000000000000 0000000000
0000000000000 D000000000
0000000000 00? 000000000
000000 MD5?® 0 SHA-1'Y 000000

7. O0O0O0O0oOO0OoOoo

gobooobobooooooooobocooooooon



Vol. 142 No. 8

000000000000 0ooooooDoooooo
O00000H O #H :{0,1} - {0,1} 00000
ooooogoo
000000000 SteplO Step20000000
O0D0O0O0O0O0OStep3 00 Steph D OODOOO
ooooo
Step3 z=H'(n,g) D0DODODOO
Step4 s=zmodqOODOODOO
Steps 0O0O/000000O0O (n,g) 00O
00 sO00O0O
00000 0000 (n,g) OO0 200000
00000000o00D000oooooooooooo
00o0o0oooooooooo0 (n,g,2) 00 (n,g)
0oo0oooooooo 2/30000

8. O OOOoooOano

00D00000000000000000000
000000000000000000

00000000D000000000 100000
00000000000000000000000
binary 09 000000000000000000
000000000000000000000000
00000000

00000D0OMO0D00000 1024000000
00000000000axg0 «0000 400
DDDDDDDD(“?V)DDDDDDDDJDD
00000000000 000000000000
000000000000000000000000
00000000000000000000000 n
00000000000000000000

00D00000000000000000000
00000000000000000000000 on
thefly 1000000000000 On the fly 00
000000000000000000000000
000000000000000000000000
0ooooo

8.1 On the fly 00O

00000 PSO00000 »n000000000

gbooboooocooboobooooooboobooboooo

goooooooooobooooboobOoboOoOoaon
gobobobooooooooooooboooooooon
O00000000000|n| =1024,t=30PS O
00 |n|=1024 00000000000O000OODO
00000000000000 55%033%046% 00
gooboooooooooooobooooobooboon

oo0ooooooOoObooOoOoooooooo 9

33%023% 0000000000000000000
n000000000D0000D0DO0006.20
0000000000 D00000D0000

GPS' 0000000000 DODODDOOOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000 »n(RSAD)0DOOOOOOOOOO
00000DoOooooo0000000 100
00000000000 D000D000D0000000
0000000000 0000000 ¢g00O00OD
000000000000 000D000000000
0D00000000000000Yo

8.2 0DDOOOODDOOOO
Fiege-Fiat-Shamir 0 O Y0poooooooood
000000000000000000000'00
OoooO k= 80,|n| = 1024 DOOOODOOO
U0O0OO0ODDE x |n] = 81920 000000000
2048 00000000000RSAODO?Y O Guillou-
Quisquater 0% DOODOOORSADOOODOODO
0000000000 000000000O0DO00O0
RSADODOOOODODODOOOOODODODOOOO
0000000000000 0ODESIGNY 0000
On0000 p’q (p,q € Nprime) 10000000
000000 p,q00000000020000
000000000000000000000000
000000000000000000000 e
000000000000000000000000
RSAODODOOOOOODOOOOOODDOOOO
ooooo

ooooooog®»92 ogoooooonoon
000000000/00000 nO000O000
00000000000 00000000O0O g0
000000000000 000000000000
000000000000000000000000
000000V 00000000000000000
00000000 0000oon

8.3 0U0DDOO0OODOO

ElGamal 00% 0000000000 p=7680
0000000000 2x|p|=1536 000000
0000000000 Schnorr 0022 0 DSA® OO
000000000000 glp—1 (g € Nprime) 00
00 ¢y0000D000000000O0000O0O00
0000000000000 Schnorr 0000000
000000000000000000000000
000000000000000000000000



10 ooo0ooooooo

01 000000O0ooooo

Table 1 Performances on signature schemes

Aug. 2101

ooooo oo oo ooo ooo ooo
oo 0o oooo oo
goooo (ooo) (boo) (ooo)
(M) (M)
0ooo
|n| = 1024, ¢ = 3 ooooo 171 80 x 342 873 2048 342 582
k = 80
18)
PSOD ooooo 384 80 x 512 1656 2048 513 752
In| = 1024, |A| = 672
17) 0Dooo
GPS OO 384 80 x 1024 1796 3072 1024 1264
In| = 1024 On
ige-Fiat- irD 1t 41
Feige-Fiat-Shamir ooooo 1 m 24 82044 81920 1104
|n] = 1024, k = 80 mod 1024
A2D 1t 1536
RS RSA 0 e 2 1024 1024 1024
In| = 1024,e =3 mod 1024
ESIGN®) 1t 1
‘ SI @ Lo2d 000D 1 m‘; " 3 1024 1024 1024
n| = mo
illou-Qui 8) 1t 121
‘C;Tﬂlol”oim:q“aggr RSA 48 mud Loz 313 2176 1024 1104
n| = k= mo
El 13) 0Dooo 1t 2
‘ ‘Ga:;; 0 648 m‘; o8 1945 2304 768 1536
pl= p mo
22) 0ooo 1t 1
Schnorr 135 m 203 2464 160 240
|p| = 768, |g| = 160 Op mod 160
13) 0Dooo 1t 2
DSA 135 m 270 2464 160 320
|p| = 768, |q| = 160 Op mod 160

0O0O000000000O0Oo

ooooooo®'®2? gooooooooon
000000000000000000000000
000000000000000000000000
oooooo

9. 0 0O O

udooooooooooooooooooooon
ooooooooooooooooooooooooo
OO000O0OoOoOoOOoO0O0DODO0000 on the fly
gbooooooooooobooooobobooDbo
OO000OPoupard-Stern 0000000000000
OooooooooopSOO0O0OOOOOOOOO
Oo0o0oo0o0ooooooooooOOoooboPpsSOO
goboooooooon

ooooOO0OO00O0O pSOOOOOODOOOOO
goboooooouoooooooobooboobon
goobobooooooooooooooooooon
goboboobooooooooooooooooooon
gooobooooooooooooooboooooboon
goobobooooooooooooooooooon
gooooboooooooooooooboooooboon
gobobooooooooboooooooooooon
goboooooooooooocooooboobon
gooooooouooooooooobocoooobon

goobobooooooooooooooobobDbon
gooobooooooooooooboboooooobon
ooooooOoooooo psOoOOoDOOOOOO
goboboooboooooooooooobooooooon
gooooooouoobooooobooobooooooon
gobooboooouooooooooooooooon
oobooobooooooobooOooobooooo

g o 0 0O

1) Brickell, E.F., Gordon, D.M., McCurley, K.S.
and Wilson, D. B.: Fast exponentiation with
precomputation, Furocrypt 92, LNCS No. 658,
Springer-Verlag, pp. 200-207 (1996).

2) Damgard: Collision Free Hash Functions and
Public Key Signature Schemes, Eurocrypt 87,
LNCS No. 304, Springer-Verlag, pp. 203-216
(1988).

3) ElGamal, T.: A public-key cryptosystem and
a signature scheme based on discrete loga-
rithms, IEEE Trans. Inf. Theory, Vol. IT-31,
No. 4, pp. 469-472 (1985).

4) Feige, U., Fiat, A. and Shamir, A.: Zero-
Knowledge Proofs of Identity, Journal of Cryp-
tology, Vol. 1, pp. 77-95 (1988).

5) Fujioka, A., Miyaguchi, S. and Okamoto, T.:
ESIGN: An Efficient Digital Signature Imple-
mentation for Smart Cards, Furocrypt 91,
LNCS No. 547, Springer-Verlag, pp. 446-457



Vol. 142 No. 8

(1992).

6) Giraut, M.: An Identity-Based Identification
Scheme Based on Discrete Logarithms Mod-
ulo a Composite Number, Eurocrypt 90, LNCS
No. 473, Springer-Verlag, pp. 481-486 (1991).

7) Giraut, M.: Self-certified public keys, Furo-
crypt ’91, LNCS No. 547, Springer-Verlag, pp.
490-497 (1992).

8) Guillou, L. C. and Quisquater, J. J.: A
“Paradoxal” Identity-Based Signature Scheme
Resulting from Zero-Knowledge, Crypto ’88,
LNCS No. 403, Springer-Verlag, pp. 216-231
(1989).

9) Knuth, D. E.: Sorting and Searching, The Art
of Computer Programming, Vol. 3, Addison-
Wesley (1998). Second edition.

10) Lenstra, A. K., Lenstra, H. W. J., Manassse,
M.S. and Pollard, J.M.: The number field sieve,
Proc. of ACM Annual Symposium on Theory of
Computing, pp. 564-572 (1990).

11) Lenstra, H. W. J.: Factoring Integers with el-
liptic Curves, Annals of Mathematics, Vol.126,
pp. 649-673 (1987).

12) Miller, G.: Riemann’s hypothesis and test for
primality, Journal of Computer and System
Sciences, Vol. 13, pp. 300-317 (1976).

13) National Institute of Standards and Technol-
ogy (NIST): Digital Signature Standard(DSS),

Federal Information Processing Standards (1991).

14) National Institute of Standards and Technol-
ogy (NIST): Secure Hash Standard(SHS), Fed-
eral Information Processing Standards (1995).

15) Poincheval, D.: The Composite Discrete Log-
arithm and Secure Authentication, PKC 00,
LNCS No. 1751, Springer-Verlag, pp. 113-128
(2000).

16) Poincheval, D. and Stern, J.: Security Argu-
ments for Digital Signatures and Blind Signa-
tures, Journal of Cryptology (2000).

17) Poupard, G. and Stern, J.: Security Analysis
of a Practical “on the fly” Authentication and
Signature Generation, Eurocrypt 98, LNCS
No. 1403, Springer-Verlag, pp. 422-436 (1998).

18) Poupard, G. and Stern, J.: On The Fly Signa-
tures based on Factoring, Proc. of the 6th CCS,
ACM Press, pp. 48-57 (1999).

19) Poupard, G. and Stern, J.: Short Proofs of
Knowledge for Factoring, PKC ’00, LNCS No.
1751, Springer-Verlag, pp. 147-166 (2000).

20) Rivest, R. L.: The MD5 Message-Digest Algo-
rithm, Internet Request for Comments (1992).

oo0ooooooOoObooOoOoooooooo 11

RFC 1321.

21) Rivest, R. L., Shamir, A. and Adleman, L. M.:
A Method for Obtaining Digital Signatures
and Public-Key Cryptosystems, Communica-
tions of the ACM, Vol. 21, No. 2, pp. 120-126
(1978).

22) Schnorr, C. P.: Efficient signature generation
by smart cards, Journal of Cryptology, Vol. 4,
pp. 161-174 (1991).

23) Silverman, R. D.. A Cost-Based Security
Analysis of Symmetric and Asymmetric Key
Length, RSA Laboratories, CryptoBytes, Bul-
letins, Number 13 (1999).

(00120 120 9000)
(00130 6 0 1000)

oo oooocooo

oogbooooooooooon
obobooooobooobooo 11
odoooooooooocooooon
oooooooooooooooon

goooooooooboooooon
gooooooooo12000000000DO0O0O0
goboooboooboooooboooo

oo gooooo

ub4400000 400000
oooooooooooobo rooon
oooooooooocoooooon
gobooO0wo000ooooooon
oooooooooooobooooo

gooooboobooobooboooboobobooDbo
0000000000000 000 (D0DOO0)DOO
1200000000000SCISOO0O0O00O00

o0 ooobooooo

1988 0000 O00ooooaon
gbogooooooooooon
gooooooooooobooooo
oo oooooooooon
gooooooooooboooooo

goobooooooooooobooooobobooon
oOooscissooooooooooooooooo
boboouobooboooobooooboobooooa




