‘Pubi.ia:--wej cryptography

A new pubtic-—kej crfjpfzo s-jsEem -Introduced by Diffie and Hellman in [DH76]

via Mersenne numbers
-Many candidates over the Yyears

Divesh Aggarwal

Joint work with Antoine Joux, Anupom Prakash and Miklos Santha

-The quest in the recent years has shifted to advanced primitives

~In this work, we propose an arguably simpler PKC scheme.

-We also believe it is secure against

Mersenine cr:jp&os:jsfzem Mersenne trjpﬁcsvs&em

- Belongs to the Ring and Noise f&mi.i.j with . i
- NTRU Mersenne primes: They are primes of the form
- Code-based er pto P:Z“—l, where 1 is a prime, and is named after Marin
- Ring LWe basecz crypto Mersenine, a French mathematicion, who studied them
n the carly 17th century. (Wikipedia)
- With a different Ring: Z/pZ (p Mersenne prime),
and Main advantage of the cryptosystem: Simplicity

- o different Noise: Hamming weight mod p.




Mersenne ring and Some properties of arithmetic mod p

oﬁﬁs&auae 1) HW(X+Y) € HW(X) + HW(Y)
11010100 001
= RLV\S Z./PZ, +00000000001000

- p a Mersenne prime, Le, 2N-1

=1101010 001

Let : < G . :
- (E;F(X):mp of X in [o,!a-lj 2) For all ¢, HW(X 2) = HW(X)
3) HWXY) € HW(X) x HW(Y)

- HW(X)=num of 1 in bim.o\rtj rep of X mod 4 T gekimn

4) HW(X) = n-Hw(X)

Hard erc:-btem

F:zﬂr\—l, h«n

Warwmw UF’

, 1 are numbers mod p with few (< h) 1s in binary rep.
Single bit version

H=' o [mod P]

Assump&iom: Griven H, obtain




Stingle bik version

= [mod pl, PK=H, SK=
(f and g cov\Ec\mms few 1s, Le. €h)

Encrw&ion becr%&éon
a and b with few 1s 9C = * [a £ + b 9]
Compute HW(9C)

CG = Enc(o) = (o H + b) Small => ©
= Enc(l) = ~(a H + b) Large => 1

Correctness of decryption

For correcthness, we need n > 4 h

9lah+b) = af+bg [mod p]

HW(Rp(af+bg)) € HW(QIHW(E)+HW(BIHW(9)
£2hR € nr

HW(Rp(~(af+bgd)) = g HW(Rplaf+bg))

To»j ExamPL@.

p=23l-12 21474 %3647 = OXTIFFFFFFF

H=
=OX4-2E ¥ REOF

Eucrtjipf:i,on Decryption
a=ox¥og00 "
b=ox4-00000%0 9C =
C = Enc(o) = (a H + b) HW(S(..) ¥ (< 18) => ©
=0x766CAB3A

Mulki-bik version

u\r\derljihg ehcrjpﬁf.o\r\




Change Pubtia/préva&e \eey

Hz  [mod PJ & £ (-1/H) + 9 = o [mod PJ

Te. R o

—
=

[mod p] (R fully random)

Mulki-bit encryption
Analysis of decryption

C2zaT+b2=afR + (ag+b2)
C=z Cl= (aR+b1)=0ofR +b14

HW(C2eC2) € HALsk(CR,0fR) + HALsE(CR',afR)
Thus Dec(Enec(m) @ small error) = m

Heuriskic : Error is well distribuked
Allows ko use simpte re.pe.f:i?:ic:m code

Mersenne
(basic mulki-bit encrypt)

T= R [mod p] (R fu.ttj random)

Elhcr:;g&ion

Decryption of (C1,2)

Cl=a R + bl

C=a T + b2

Z = Cee(m)
Ene(md=(C1, 2)

C'=z Ci1

m=D{C2'0Z)

E and D : Error correction code

Analysis of decryption

: Let U be a random n-bit sktring and Llet x
be an n-bit string of Hamming weight h. Then
PriHALst(U, U+ x) > 2 h (1 + )] < wnegligible
EXAMPLE:

llo0l0l0l0l1011110101110101000111110100]101
+00001000000]1000100000000]100010000100010

llolcolololiclll 1lolllolol O 11100111




Choice of error-correcting code

~Thus, the total number of errors we expect is ot most
e=2(Rhe +h)

-We need an ECC correcting e out of n errors
~Can use Reed Muller codes, and n = 0(h?)

~The number e is clearly an overestimate of the no. of
errors i practice

~Also, we expect the errors to be distributed randomly

Heuriskics

Recommended Parame&evs

n = 766%39
Low HW Famme&er h=256

Encode 256 bits:
wikh 2042’—mpe;EiE£0n coding

Hard Problem
Distinguish
Hidden low weight Random Eu.pte

(R1, R2, aR1+b1, a R2+b2) (R1, R2, R3, R4)

a, b1, b2 with Low HW




CCA-KEM
Alice Bob

: > Alice’s PK
Mulki-bik Mersenne it

Sty s R SRS

Shared Kej Shared Ketj

Cipher&exE

CCA-KEM under Mersenine KEM encaps
active attaci (with CCA securé&vg

S = Random seed

Alice

1) Initialize PRG from s
2) Produce pseudo random shared secret
e . oy 3) Run basic encryption of s
Alice’s PK J
l i (getting a, bl,PbZ from PRG)
J_ 4) Output (C1, 2)

Invalid Ciphertext Eve.

'bet':ocps”:‘, s




Mersenne KEM decaps
(with CCA se.'cu.rif:vg

1) Run basic decryption on (C1, 2)
2) Re-encapsulate from s
3) Compare and Qutput

a) Shared secraﬁ

) or L

Future Worlke

—CrngEahatvsis

-Improve efficiency without compromising security

Rest Knowwn abktacks [BceNi? RDIWLE]

(for proposed params)

%%
Trivial : (h)
Best Classical : At least 22k

Rest Quankum : At least 2h

Thanle You




