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Transaction Block

Blockchain Blockchain is Replicated
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t’tttt Fundamental Problem: 

Byzantine Agreement 

(Consensus)
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[Lamport, Shostak, Pease, 1982]



Byzantine Agreement 

Impossible with 1/3 Baddies…
… unless we use Crypto!

3 nodes, signatures
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But Without Crypto?!



Voting Framework

vote = input

send vote to all

wait for n-f votes

10 +f+f +3f+3f

decidedecide vote vote

0 0 11

(n-f/2)

all all

Voting Framework

10 +f+f +3f+3f
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0 0 11
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allall

Voting Framework

(n-f)/2
10 +f+f +3f+3f

decidedecide vote vote

0 0 11

1 0 0 0 1 1 0 1 1 1000000000000000000000000000000000000000000000000000000000000000000000 00 111111111 1

allall
1 0 011111111111111111111111111111111111111111111111111111111111111111111111111111111 00 0000000000000000000000
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0 0 11

allall



1 0 011111111111111111111111111111111111111111111111111111111111111111111 00 00000
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1 0 1

f)/222

111111111111111111111111111111111111111111111111111111111111111111111111111111111 00 11111

Boundary between 

Crypto and No Crypto?

Encrypted Bitstring

1 0 0 0 1 1 0 1 1 11111111111111111111111111111111111111111111111111111111111111111111111111111111000000000000000000000000000000000000000000000000000000000000000000000000000 00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 11111111111111111111111111111111111111111111111111111111111 00000000000000000000000000000000000000000000000000000000000000000000000 1111111111111111111111111111111111111111111111111111111111111111111111111 11111111111111111111111111111111111111111111111111111111111111 1111111111111111111111111111111111111111111111111111111111111111



1 0 0 0 1 1 0 1 1 1111111111111111111111111111111111111111111111111111111111111111111100000000000000000000000000000000000000000000000000000000000000000000 00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 111111111111111111111111111111111111111111111111111111111111111111

Encrypted Bitstring

0000000000000000000000000000000000000000000000000000000000000000000000 111111111111111111111111111111111111111111111111111111111111111111111111 11111111111111111111111111111111111111111111111111111111111111111111111111 1111111111111111111111111111111111111111111111111111111111111111111111

Overview
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Challenge: Fast Byzantine 

Agreement Without Crypto



Detecting Byzantine nodes

n2

n-n 0

2

sum of all

+/- coinflips

Detecting Byzantine nodes
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close to 0 

sum of all

+/- coinflips

Detecting Byzantine nodes
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+ + - + - -
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+ + + - - -
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- - + + + -
[King & Saia, 2016]

Detecting Byzantine nodes



Detecting Byzantine nodes

+ + - - + +

+ + - + + -

- - - + + -

+ + - - +

+ + - - +

- - - -

Or Rather...?

nocrypto?

[King & Saia, 2016]

[Ben-Or, 1983] [Melnyk, Wang, W, 

Draft only]

Fast Byzantine Agreement 

Without Crypto Still Open!



What is the Power of Crypto? What is Crypto?

Thank You!
Questions & Comments?

www.disco.ethz.ch
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