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I UEC I Introduction UEC

Public-key Cryptography (PKC)
— The most famous PKC is RSA and ECC

— Used for key agreement (Diffie-Hellman), digital
signatures, public-key encryption

Hardware implementation of ECC

Implementation of public-key cryptosystem
— Slower encryption/decryption (~Mbps) than

The University of Electro-Communications symmetric key cryptography (AES: ~Gbps)
— RSA: modular exponentiation, c¢ mod n

Kazuo SAKIYAMA — ECC: point multiplication, kP on elliptic curve

— Expensivel!
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I Point operations on elliptic curve VEC I Basic hierarchy for ECC~ UEC
y —
. Point Addition o 4/ + Optimization is possible in multi-layer
R=P+Q ?ﬁd
> Scalar
. . Multiplication
* Point Doubling L x
R = 2P
Tangent line /\R\ Point Point
Addition Doubling
yr=x3-x+1 R’

+ Scalar Multiplication
kP Finite Field Finite Field Finite Field
. . Addition Multiplication Inversion
Binary algorithm
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I Series of modular operations UEC I Data Size in Modular Operations UE€

* Modular multiplication

Type of Curve?

AB + m
GF(p), GF(2m)? A8 T O mode
’ Require: Require: Require: RSA: 2048 bits
. P=(X1,Y1,21), (X1,%1,1), Q= (Xa2,Ya, Z).
D Q=(X,Y2,Z5). Q=(X2,Y2,Z).
ecurl y evel: Ensure: Q =Q + P. Ensure: Q= Q+ P. Ensure: Q = 2Q.
1ty =2Z1Zy; 1: tg = ZoZo; 1ty = XoXo;
o 2 to = Xoty; 2ty = Xqtg + Xo; 2 t; = 3ty;
C d t ’) 3ty = ZoZo; 3ty = Xuty — Xar 3 to = ZoZo;
Oor Ina e . 4 tg = Xqtg + to; 4ty = taZy; 4 ty = taty;
5 tg = Xytg —to; 5 tg = t1Y] + Yo; 5t = aty +ty;
6: ts =t121; 6: Yo =1,Y7 — Yo, 6: ty = 2Yo;
SW/ H W’) T to = Yaty; Tty = tat; T 7= Toty;
° 8 t1 = t3Zs; 8: 1y = tats; 8 tg = tity;
9: t3 =1t;Y; +Yo; 9: Xy =YoYy —ty; 9: ty = Xota; 5 &
10: Yo = t1Y7 — Yo 10: t4 = —2Xo +ty; 10: Xo = 2ty; RSA W/CRT I 024 bltS
FPGA/AS'C 11: t5 = toto; 11: ty = tsto; 11: Xo = toty — Xo;
12: t) = tyts; 12: 1y = taty; 12: ty = tyt3;
13: Xo =YoYs —ty; 13: tg = t4Ys — ty; 13: t; = t,Ys;
? 14: tg = —2Xo +ty; 14: Yo =t3/2; 14: t3 =tg — Xo;
TeChnOlOgy q 15: t1 = tsty; 15: Zo =t Zo; 15: Yo = totg — t1;
16: t; = taty; 16: Return Q; 16: Return Q;
17: tg = t,Ys — ty;
Size, Latency, Power? 22 :
’ ’ . o7 = ECC: 256 bits
21: Return Q;
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I # of Modular Multiplications JUEC I Total computational complexity UEC
- RSA: cd, ECC: kP ECC: 256 bits

RSA: 2048 bits
2048 x 1.5 = 3k /(
£

/ A RSA: 20438 bits

RSA w/CRT: 1024 bits
1024 x 1.5 x 2 = 3k

ECC: 256 bits ] )
256 x|15 x 1.5 < 6k ( RSA w/CRT: 1024 bits
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I Right-to-left & Left-to-right UEC

Left-to-right Binary Algorithm

Input: non-negative integers ¢, d = (dy—1d¢—2 - - - d1dp)a.
Output: % mod n.

1: T+ 1

2: for i from t — 1 down to 0 do

3 T + T? mod n

4 if d; = 1 then Dependency
5: T < ¢T'mod n

6 end if

7: end for

8: Return T'

Right-to-left Binary Algorithm
Input: non-negative integers ¢, d = (dy—1d¢—2 - - - d1dp)2.
Output: ¢ mod n.

S+ 1, T+c

1
2: for i from 0 to t — 1 do

3 if d; =1 then

4: S« ST mod n

5 end if No Dependency
6 T« T% mod n

7: end for

8: Return S

Kazuo SAKIYAMA
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I ECC: parallelism for high speed UEC

* Point operations

Scalar :
Multiplication| 2048b RSA :
Point Point
Addition Doubling _
Finite Field Finite Field Finite Field

Addition Multiplication| Inversion D D
2sepecc = ][] -

L0

ECC Scalar Multiplication

(256MM) x ??

Kazuo SAKIYAMA 11/50
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I RSA: parallelism for high speed UEC

- CRT
- Binary algorithm

I:l Parallelism in Square

and Multiply

I:l (2048MM) x 2

2048b RSA

|:| |:| Parallelism in CRT

Square and Multiply

|:||:| (1024MM) x 4

Kazuo SAKIYAMA 10/50
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I Exercise | U_E@

- Q: Latency of 2048b CRT-RSA?
— Latency of 1024b MM = |00ns

Al: 100ns x 1024 x |.5 x 2 = 300us

— when using one MM

A2: 100ns x 1024 x 1.5 = 150us

— when using two MMs

» Squaring = MM

Kazuo SAKIYAMA 12/50
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. )
I Exercise 2 UEC I

. . A
VL Faster implementation UEC
-+ Q: Latency of 256b ECC? - Latency of 256 ECC can be less than lus?

— Latency of 256b MM = 5ns — Short latency of 256b MM : e.g. 4x

— Point addition needs 12 MM — More parallelism : e.g. 4x

— Point doubling needs 10 MM

— Efficient point operation sequence : e.g. 4x

- Al:5ns x 256 x |6 = 160us - Limitation of
— when using one MM

— current CMOS technology
- A2: 160/2 = 80us — current PKC
— when using two MMs & deg. parallelism = 2
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I Yet Another Bottleneck UEC I Modular Multiplication U_E@
. Data coherence e EE - + Multiplication + Reductlf)n
) — Barrett Reduction (1986): Focus on MSBs
— Memory (register) access 00 — :
. SRAM — Montgomery Reduction (1985): Focus on LSBs
- IW2R register

SRAM

- Based on n-bit multiplier (n = 8, 16, 32, 64)
» Scheduling N — E.g., CIOS [Kog, Acar, Kaliski Jr. 1996]
— Dynamic/Static w

::| :|:| :|:| - Based on bit-serial multiplier
2R

— Multiplicand x n-bit [GroBsché&dl 2001 ]
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I Final reduction for prime field p UEC I Ripple Carry Adder (RCA) UEC

* XYR " mod p
cT=T+xY+mp)/2<2p

Input: k-bit integers X,V with 0 < X,Y < p, R = 2.
Output: XYR™! mod p.

1: T:(tk,...to)g <—0

2: for i from 0 to k — 1 do

3: m«—to D ;- Yo

* Long carry chain
ST X9y 9z
=iy = MAJ(x;, yi 5 2)
=(x. A\y) V (y; Az) V (z, Ax)

4 T — (T +z;Y +mp)/2 Xt Yiq X, Y, X, Y, X Y
6: e 1 1 3 3t 1P
7 ! T ;pT _‘; Final Reduction C, FA [ < FA - FA [+ FA C,
8: end if (Unnecessary fo Binary fields) e T e e
Sk»1 Sz s1 SD
Final reduction: T=T-p<p
Kazuo SAKIYAMA 17/50 Kazuo SAKIYAMA 18/50
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I Carry Save Adder (CSA)  UEC I 4-2 CSA UEC

+ 3-to-2 compression + Two FAs w/o carry chain

-X+Y+2Z2=2VC+ VS

-X+Y+2Z+W=2VC + VS

X vy z w k bits

X % z k bits kt{? , « $ k X o o o ... o o o
k + k + k + FA FA Y e o o e o o
X e o o e o o Z e o o e o o
FA Y ° [ ° ° [ ° Ve VS w e o o e o o

FA V4 e o o e o o 1 ' FA|VC, e e e @ o o
VC e e e e e o FA Vs, e o o e o o

k $ ki Vs e o o e o o VC e & o o * °
J/ \L VS e o o e o o

Ve vs vC Vs k+1 bits
Kazuo SAKIYAMA 19/50 Kazuo SAKIYAMA 20/50

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018



3

Adder Tree UEC

Carry Lookahead Adder (CLA) UEC

- | 6 operands

— Latency ~ 5 or 6 FAs (RCA = |6FAs)

4-2CSA 4-2CSA 4-2CSA 4-2CSA

Kazuo SAKIYAMA
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Bit-serial Montgomery MM UEC

21/50

o,

- Generate and Propagate
—G =AY, pEX0Y;

Xk—1 ykrl Xr y/ X1 y1 XD yO
VR b b
PG | ----- PG | ----- PG PG

A L

R

Carry-Lookahead Generator(CLG)

Bit-serial Montgomery Modular Muiltiplication

Input: integers n = (ng_1,..

0L XY <n.

Output: XYR™! mod n.

: T() ~—0
: for i from 0 to k — 1 do
¢ < to @ (o A y;)
T « (T+qin+in)/2
end for ™~ 4-2 CSA!
if T =2 n then
T+T—-n
end if
return T’

D2, X = (Tp_1,--

‘?r0)27 Y = (ykflw"’yO)Q with

bl T T[] =

x fral-T Tslvelnlv] -
CITTTT T =xy

0 I I I I P

LT T T T Jolol-Tolofof ol of o
XYR! mod n k bits
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from LSB UEC

- LSB-first bit-serial multiplier (binary fields)

[owa [T Tas foz [ ao] =A00)
X [l T Jba]be]bi]bo] =By

(T T T T T T =008t
o [T TTTTTT]-rey0r0
g @ CLTTTTT e
o [T T TTT T T ]Pero
+—>

; k
o [IIIITT]=sw
o [T LTI T -0

CETT T T T ol of-Tolof o[ o[ of ]
A(x)B(x)R* mod P(x)

PAKX) ] DB(x) | DP(x) |
v v i

XOR-based |k Ad
Datapath
v

Montgomery Multiplier:
A(X)B(x)R™ mod P(x) (R = xX)

- Delay is determined by d
- Loop : k/d

Kazuo SAKIYAMA
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I Modular Reduction from MSB UEC

+ MSB-first bit-serial multiplier (binary field)

e Jololale] o

« BT REEE
ERERRRRN

© [TTL LI Jwero

© [TITTT Jwa |
© (LTI L] #wwo
—>

k

© [LITTTT7e
o [T TTTTTTI=reoro

Lol of-Tolol o[ ol ol o T=[ T T TT7]
A(x)B(x) mod P(x)

PAX) 1 PB(x) | bP) |
7 ) 1

XOR-based J .

Datapath

v

A(x)B(x) mod P(x)

- Delay is determined by d
- Loop : k/d

Kazuo SAKIYAMA
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I Towards no final reduction  UEC

25/50

o,

* XYR" mod p

T =T +xY+mp)/2<3p

Input: (k+ 1)-bit integers, X,Y with 0 < X,Y < 2p, R = 2F+2,

Output: XY R~ mod p.
11 T_ & )
or i from 0 to f o)
3: m < to @ Zi - Yo
4: T — (T+xY +mp)/2
5: end for

6: T — (T +mp)/2

7: return T

— 0

T=T+mp)/2<2p

Loop + |

Kazuo SAKIYAMA
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I Final reduction for prime field p UEC

* XYR " ' mod p

- T=(T+xY+mp)/2<2p

Input: k-bit integers X,Y with 0 < X,Y <p, R = 2"

Output: XYR™! mod p.
1:T:(tk,...t0)2<—0

2: for i from 0 to k — 1 do
3: m <« to D x; - Yo

4 T — (T+zY +mp)/2

6: if T > p the
77 T—T-p
8: end if

Final reduction: T=T-p <p

Final Reduction

Kazuo SAKIYAMA
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I Modular Reduction from LSB JUEC

- LSB-first bit-serial multiplier ( prime field )

i bl T Jxs e[ ] =x
x el T Twslvelnlvo] =y

LI LT T T T T Jofol-To[o]o]o]o[0]

XYR 1 mod n

b A b B D p |
] ] '
CSA-based |

Datapath d

v

Montgomery Multiplier:
XYRtmod p (R = 2k2)

- Delay is determined by d
- Loop : (k+2)/d

Kazuo SAKIYAMA
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Modular Reduction from MSB UEC

- MSB-first bit-serial multiplier (prime field)

P X 1PV Jp p |
v ?

CSA-based |

Datapath
v

XY mod p

-Loop : (k+2)/d

Lol of-Tolol o[ ol ol o T=[ T T TT7]

A(x)B(x) mod P(x)

«—

d

-Delay is determined by d

Kazuo SAKIYAMA
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Barrett Reduction

29/50

o,

./

= tokvo

- T/p = T/2%! * 2k1/p
+ S4 : g = T/2%! shift operation (wiring)

- S5:T=(T- g*2!/p) precomputation

Input: k-bit integers X,Y with 0 < X,Y < p.
Output: XY mod p.

1. T= (tk+1, .. .to)g —0

2: for i from k — 1 to 0 do

30 T — (2T +2;Y)

4, T T/p)]

5N T — (T —qp

6: end Tor

7: return T

- Butq=0, I, 2 -

Kazuo SAKIYAMA
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I Division in MSB-first

./

= oo

+ XY mod p
- Intermediate value, T = (2T + x Y ) <

Input: k-bit integers X,Y with 0 < XY < p.
Output: XY mod p.
1: T = (tkt1,-.-to)2 — 0
2: for i from k — 1 to 0 do
3 T — (2T + z;Y)
4 g [T/p[>
5 T — (T —qp)
6: end for
7: return T

» Division is escaped with precomputation

3p

[Knezevic, Vercauteren, Verbauwhede, 201 0]

Kazuo SAKIYAMA
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I Parallelism in Modular Multiplication

30/50

),
= om0

+ Both MSB/LSB Modular Multiplication

[Batina et. al., 2004; Kaihara and Takagi, 2005]

- Combine MSB-first and LSB-first MM

A(x)B(x)R ' mod P(x)
= (A| xR+ Ap)BX)R!' mod P(x)
= A, (x)B(x) mod P(x) MSB-first
+ Ap(x)B(X)R!' mod P(x) LSB-first

. R = xk/2

Kazuo SAKIYAMA
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Bipartite

Modular Multiplication UEC

- Bipartite bit-serial multiplier (binary field)

X a0 MSB-first

A;(x)B(x) mod P(x)

bl T Telefole] a0

Stop in the middle

LSB-first, iireomiie

PAKX) | PB(x) | PP |
! ) T

LT Toulo:loibo] =800

T I =ew XOR-based | d
‘ o CCTTT O Datapath
o [ITT T T]#weo0 #
:

Stop in the middle
Ao(X)B(x)R! mod P(x)

®

A(X)B(x)R! mod P(x)

- Parallelized (2 times)

\IJ

- Loop: k/2d

’ AGOB()R mod P(x) ‘

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018
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Fast Multiplier UEC

» Booth recoding (radix-4) e

x2i+1 | x2i | x2i- Zi

— Partial products x.Y o 1] 0 |1
— Escape 3Y nor -3Y N O I
— Half # of operands (at worst) | |, |} |, ©7
- CSA + CLA
- Also derived by 2X - X (=X)
- Ex) X =(00 11110011l 1001),=(l0l 1021),
2X = ()‘01‘11‘10‘01‘11‘0 ()‘1()
- X = 0 0|1 1 1 1 0 0|1 1 1 0[]0 1
z= [ v+ | o | T | 1 | o | 2 | 1
Kazuo SAKIYAMA 35/50
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I Merits in Bipartite Modular Multiplication U_E@

+ Parallelism in Modular Multiplication

- Applicable to prime field (original proposal)

— Need to take care (final) reductions

- Almost double performance, less than
double area (F/Fs are shared)

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018

Kazuo SAKIYAMA

Multiplier-Based MMM
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= om0

Multiplier-Based Montgomery Modular Multiplication

Input: integers n = (ny—1,...,n0)2m, X = (xr—1,...,20)2m, ¥ = (Yr—1,...,y0)2m
with m = [k/r], 0< X, Y <n, ged(ng, 2) = 1.

Output: XY R ! mod n.

©eoEI>T

T+ 0
: for i from 0 to m — 1 do
qi < (T + zoyi)n’ mod ok
T+ (T4 qgn+y; X)/2"
end for
if T < n then
T+ T—-n
: end if
: Return 7

JRR™' —nn' =1, R=2F 0<R ' <n,0<n <R

Multiplications

_ X = (£3d7 2f 88),Y = (£6 c6 ba 98),n = (£9 81 89 2b)

(00 de ca 8e 3e

i | a | T «— T+ qin+y X
Initial - (00 00 00 00 00)

0 c0 (01 3¢ 3aba01) <« (01 3e 3aba 01 00)

1 c5 (00 ee 8d 65 8a) < (00 ee 8d 65 8a 00)

2 6a (0137 7f 16 e7) <« (01 37 7£ 16 7 00)

3 £3 (01 d8 4c 17 69) <« (01 d8 4c 17 69 00)

- )

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018
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Architecture for ECC coprocessor C

‘ " TOKYO

HW/SW co-design
— CPU + coprocessor for ECC

Speed performance depends on architecture

— Trade-off between cost and performance
— Local dedicated memory for high performance

Instruction-set extension, ASIC, etc.

Kazuo SAKIYAMA
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’_\
ECC coprocessor (lI) UEC

TYPE Il: TYPE | + m-coded RAM

4—>|SRAM
Main CPU

fiemory Fepped 73
Memory Mapped I/0| ROM
32-bit Buffer
32-bit datal instruction Full

'
DBC RAM -']I[DﬁQB

Program

Coprocessor

(__ DataBus » TInstruction Bus

Kazuo SAKIYAMA
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ECC coprocessor (1) UEC

TYPE I: Smallest implementation (baseline)

32-bit data| instruction

Coprocessor

Main CPU

Memory Mapped I/6|

<—>|SRAM
ROM

32-bit

Buffer
Full

DBC

@IBC

B
]I[D—If’

L3 v

(__ DataBus »

Instruction Bus

Kazuo SAKIYAMA

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018 38/50
!
I ECC coprocessor (lII) VEL
TYPE lll: TYPE | + CPRAM
4—>|SRAM
Main CPU
Memory Mapped I/5|
32-bit Buffer
32-bit datal _instruction Eull
Coprocessor Fsm |IBC
DBC I8
Eij P
(__DataBus ) Instruction Bus
Coprocessor RAM (CPRAM)
Kazuo SAKIYAMA 40/50
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I ECC coprocessor (V) UEC I Profiling ECC coprocessor ~ UEC

TYPE IV: TYPE | + CPRAM & m-code RAM » Performance for HECC over GF(283)
— The number of cycles is reduced by CPRAM

<—>|5RAM
Main CPU — Micro-coded RAM can avoid instruction stalls
Memory Mapped I/0 ROM
32-bit Buffer
32-bit datal instruction Full 500 e ”‘Zg-z“
Coprocessor IBC 3 1O Transfer
P u-coded Fsm Type I Type IT Type III Type IV $ 400 DOCPRAMAccess |
RAM m IQB < u Datapath
g ¢)
Program —| \ﬂ_%‘ x I
S
(__Data Bus Instruction Bus Da‘rapafh + % 200 187
DaTupaTh u- COdBd RAM| | @
S 100 K3 %
Datapath + 5
MALY Datapath || p-coded RAM||  CPRAM CPRAM N aa e k3 o7
TYPEI TYPEIl TYPE Il TYPE IV
System Configuration
Coprocessor RAM (CPRAM)

Kazuo SAKIYAMA 41/50 Kazuo SAKIYAMA 42/50
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TOKYO

I Cost, Performance and Security Trade-off UE@ I Cost, Performance and Security Trade- offsU_]/E@

‘._/mm
O Programmable VS hardwired parameters O Programmable VS hardwired parameters
O Curve parameters O Curve parameters
O Computational sequence: Coordinates, operation form. O Computational sequence: Coordinates, operation form.
O Prime p, irreducible polynomial P(x) O Prime p, irreducible polynomial P(x)
O Field sizes O Field sizes

Programmable:

Programmable:

% | Hardwired - ﬁv'ld:r'-mnge gf a;;phcg‘rl'ulons % | Hardwired - r‘/'ld:r-r'ange gf ap}placgfl':ons
g - compact & fast - higher-security algorithms S - compact & fast - higher-security algorithms
+ +
S S
N~ N~
3 3 .
= s Fixing
£ € parameters
1 . j
e e ® . —
£ 5 For high-speed applications
a. a.
Cost(gate area) Cost (gate area)
Kazuo SAKIYAMA -~ . Kazuo SAKIYAMA - .
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TOKYO

I Cost, Performance and Security Trade—offsU_EE

O Programmable VS hardwired parameters
O Curve parameters
O Computational sequence: Coordinates, operation form.
O Prime p, irreducible polynomial P(x)

O Field sizes
Programmable:

= 1 Hardwired - wider-range of applications
§ - compact & fast - higher-security algorithms
5
Q
b Fixing
[~
E parameters
« [For RFID tags
Q
a

Cost (gate area)

Kazuo SAKIYAMA 45/50
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I Parallelism in scalar muItipIication,l_JEQ

O How many instructions executed in

pelEllel ‘ e
| ~O-ECC_M over GF(2163
O Operation form h
AB + Cand . (@ AB+C (b) A(B+D) + C
A(B+C) + D 3
§so,ooo Ay a4
o
O Check the data |5 |spmaw 1
9 E ey o, 0 IxMALU
dependencies for |2 o\ .., | ©
30,000 2xMALU 2xMALU  — |
ECC (and HECC) -
©=%~0—0 4xMALU .
o— 4xMALU
wo‘ooo‘www““““““‘
12 3 45 6 7 8 12 3 456 78 —
Aut School, 22nd W Number of Instructions to search ILP (ILPp)
utumn School, 22n Wo

I High-speed ECC

& HECC  UEC

" TOKYO

O Programmable high-speed coprocessor

O ECC / HECC over GF(2m)
O Six MALU cores (MALU)
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I Parallelism in scalar
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O How many instructions executed in

parallel? : )
O Operation form ot Mo o7
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I Lightweight ECC For RFID  UEC

F—rorvo

O Low-power MALU for RFID tags
O Based on MALU
O Cost and performance for ECC and HECC
O Power estimation with 0.1 3-um CMOS library

|sa+ 16% -
O Resource sharing = R - |
O Modular addition and | :jjj: s :
multiplication use the same e CE I
hardware (cell) e S| caas
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I Conclusions UEC

O Trade-offs in ECC hardware

O Parallel processing
O Operation forms: AB + C or A(B+D) + C
O Cost, performance, security

Scalar
Multiplication
Point Point
' Addition Doubling
Performanceq N . - . . )
Finite Field Finite Field Finite Field
Addition Multiplication Inversion
Kazuo SAKIYAMA 50/50

Autumn School, 22" Workshop on Elliptic Curve Cryptography 17/11/2018



