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RE4 Isogeny—based Multi—signature

FIEA | Mathieu de Goyon

=] Multi-signatures are protocols that allow multiple signers to produce

a joint signature on the same message. In recent years, multi-
signature schemes have been proposed in lattice—based cryptography as
well as pairing—based cryptography but there are currently no multi-
signature schemes in isogeny—based cryptography.

We propose a multi-signature scheme by extending the Commutative
Supersingular Isogeny based Fiat—-Shamir signature (CSI-FiSh), as well
as its variant CSI-FiSh with Sharing—friendly Keys (CSI-SharK) to the
multiple signers setting. To adapt our scheme to isogeny—based




cryptography, we use a round-robin during both the key aggregation and
the signature aggregation. We also prove the security of our scheme
against honest—-but—-curious adversaries in the Random Oracle Model
(ROM) by using the Double Forking Lemma Technique. We finally discuss
how to change the protocol to make it actively secure.

Session 2.
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Sy MAVIEREHWT T oy s F 2= DR —F Y T 4 RET D
W E RN 5.

4 On Security Assessment of Symmetric Key Cryptography, A Case Study of
Salsa20 and ChaCha

FHIEA | Nasratullah Ghafoori

=] Symmetric key cryptography stands as a well-explored field of

security. Yet, with the introduction and adoption of new ciphers, the
necessity for fresh attack methods emerges.
Today, I aim to address the current state of research surrounding the
ChaCha stream cipher, notably embraced within TLS 1.3. Its inclusion
signifies a significant step forward yet necessitates robust
cryptanalysis to ensure its resilience.
This speech is dedicated to clarifying the ongoing trends in ChaCha’s
analysis. I will talk about existing research, uncovering
vulnerabilities, and challenges. Additionally, I will highlight our
contributions to this field, enhancing our comprehension of ChaCha
and fortifying its security.

3

4 preon: digital signature from zk—SNARK

FEE#A | Chen—Mou Cheng

=] General-purpose proving systems have been undergoing rapid

development in recent years. They are usually a Fiat-Shamir
transformed interactive protocol in which a prover can convince a
verifier that the prover knows a secret witness for the truthfulness
of a somewhat general statement. When this statement is about




knowledge of a secret, we can construct signature schemes, e.g.
following the MPC-in-the-head paradigm, as well as based on zk—-STARK.
One may (rightly) expect that a major drawback of such an approach is
the overhead in terms of space and time one needs to pay in
constructing a signature scheme from a general-purpose proving
system, as we do not have access to any of the optimization
opportunities brought about by specialization. However, we argue for
this approach because it can bring a long—term advantage as fol lows.
Once we have a (secure) signature scheme constructed from a general-
purpose proving system |ike this, the flexibility of the latter would
easily allow us to enhance the functionalities of the former and
build at a minimum cost advanced schemes |ike group signatures,
attribute-based signatures, functional signatures, ..., to name a
few, by proving a suitable (and potentially more complicated)
statement in the proving system. Thus, the tremendous amount of
investment that goes into a unified process of security analysis,
standardization, implementation, deployment, as well as post-
deployment continual improvement and optimization can pay lucrative
dividends across a broader and fast-growing landscape of
applications, compared with the alternative approach of independently
standardizing all these different signature schemes individually,
necessarily having to start from scratch and repeating much of the
work every time. Following this philosophy, I will introduce preon, a
signature scheme constructed on top of the Aurora zk-SNARK in this
talk, detailing some of the trade-offs made in its design, as well as
lessons learned in the process
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