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RHA, Differential Cryptanalysis of Salsa20 Based on Comprehensive Analysis of PNBs
FIEA | Nasratullah Ghafoori
=] This paper focuses on the differential cryptanalysis of the Salsa20

stream cipher. The existing differential cryptanalysis approaches
first study the differential bias of the Salsa20 stream cipher and
then search for probabilistic neutral bits (PNBs). However, the
differential bias and the set of PNBs obtained in this method are not
always the optimal solution. To figure out a better solution, we apply
the differential cryptanalysis based on the comprehensive analysis of
PNBs on the reduced-round Salsa20. At first, we comprehensively
analyze the neutrality measure of all keybits concerning all output
differential OD bits. Afterward, we select the OD bit position with
the best neutrality measure and look for the corresponding input
differential ID with the best differential bias. Taking everything
into account, the proposed approach could be used to attack Salsa20/8

with a time complexity of 2°144.75 and a data complexity of 23574,




Session 2.

B4 Scalable and Public—Verifiable M+1lst Price Auction on Smart Contract

F#IHA | Po-Chu Hsu

=] The second-price sealed-bid auction, also called the Vickrey auction,
is studied by Nobel prize winner William Vickrey that can incentify
the bidders to bid their true value and maximize the seller’s income.
In the auction, each bidder submits a sealed bid to the manager at
the same time. The highest bidder wins the auction and only needs to
pay the second-highest price. To compare sealed bids without
revealing them, trusted managers are commonly used. However, a
trusted manager does not exist in the real world. Smart Contracts can
act as a distributed and publicly verifiable manager. We built an
auction protocol by using Smart Contract as the manager and overcome
the problem that Smart Contract cannot hide secrets. We also largely
improved the efficiency and scalability such that our auction
protocols can be used in the real world.
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